Program fairness — a formal methods
perspective
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- = Data analysis is big pat of today’s software

= |ncreasingly developers creating and using
machine learning models

= |ncreasingly developers working with data that is
incomplete, inaccurate, approximate
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New programming language challenges

Bringing data into programs

Numerous new sources
Conversion e

Reasoning

Cleaning,
Combining,

Reasoning with data
What does correctness mean?
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Amazon just showed us that 'unbiased'
algorithms can be inadvertently racist
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Machine Bias

There’s software used across the country to predict future criminals. And it's biased against blacks.

by Julia Angwin, Jeff Larson, Surpa Mattu and Louren Kirchner, ProPublica
May 23, 2006



Internet Of Things

Who do you blame when an
algorithm gets you fired?

SundayReview  OPINION

Artificial Intelligence’s White Guy Problem
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TheUpshot

HIDDEN BIAS

When Algorithms Discriminate

@ Claire Cain Miller @clairecm JULY 9, 2015




How do we prove that a program does not discriminate?



How do we prove that a program does not

discriminate?

Theoreticians
How do we formalise fairness?

Machine learning researchers
How do we learn fair models?

Security/privacy researchers
How do we detect bias in black-box algorithms

Legal scholars
How do we regulate algorithmic decision making?



This is important!

EU GDPR (2018)

"data subject’s explicit consent”
“right to explanation”

White House report (2014)

"Powerful algorithms ... raise the potential of encoding discrimination in
automated decisions.”

White House report (recently ...)

"Federal agencies that use Al-based systems to make or provide decision
support for consequential decisions about individuals should take extra care
to ensure the efficacy and fairness of those systems, based on evidence-
based verification and validation.”



Fairness as a program property

Automatic proofs of (un)fairness



Algorithmic fairness

[Dwork et al. ‘12, Zemel et al. ‘13, Feldman et al. ‘15]




Decision-making program

"4

def dec(colRank, yExp, ethnicity)
expRank <— yExp - colRank
if (colRank <= 5)
hire < true
elif (expRank > -5)
hire <— true
else
hire < false
return hire

Prlhire | ethnicity > 10|
. — >1—¢€
Prlhire | ethnicity <= 10|




Decision-making program

' population model
{v ~ M}

def dec(colRank, yExp, ethnicity)
expRank <— yExp - colRank
if (colRank <= 5)
hire < true
elif (expRank > -5)
hire <— true

jl\-

Hoare triple ©

else
hire < false
return hire

Prlhire | ethnicity > 10|
. — >1—¢€
Prlhire | ethnicity <= 10|




population model — decision-making program

def popModel() def dec(colRank, yExp, ethnicity)
ethnicity ~ gauss(0,10) expRank <— yExp - colRank

colRank ~ gauss(25,10) _> if (colRank <= 5)
YEXp ~ gauss(10,5) ﬁ hire < true

if (ethnicity > 10) elif (expRank > -5)
colRank < colRank + 5 ﬁ hire < true
return colRank, yExp, ethnicity else

hire <— false
return hire
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def dec(colRank, yExp, ethnicity)
expRank <— yExp - colRank
if (colRank <= 5)
hire < true
elif (expRank > -5)
hire <— true
else
hire < false
return hire

Prlhire | ethnicity > 10|

> 1 —
Prlhire | ethnicity <= 10| c
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def dec(colRank, yExp, ethnicity)
expRank <— yExp - colRank
if (colRank <= 5)
hire < true
elif (expRank > -5)
hire <— true
else

hire < false by definition of
return hire K/,/”’—‘#-— conditional probability
Prlhire A min| - Pr[—min]

1 —
Prlhire A —min| - Pr|min] - ¢




Let's focus on Pr|hire A min]

IT: set of all possible execution paths in dec(popModel())

p(m): probability that m € I1

popModel



Pr|hire A min|

IT: set of all possible execution paths in dec(popModel())

p(m): probability that m € I1

popModel
Prihire Amin| =

——— Y p(m)

w




Pr|hire A min|

IT: set of all possible execution paths in dec(popModel())

p(m): probability that m € I1

popModel
—e———» Prlhire A min] =
N ——
A——— hm /;I p(ﬂ:) drt
A ——Y hm
| ' What does this mean?



def popModel()
ethnicity ~ gauss(0,10)
colRank ~ gauss(25,10)
yExp ~ gauss(10,5)
if (ethnicity > 10)
colRank < colRank + 5
return colRank, yExp, ethnicity

def dec(colRank, yExp, ethnicity)
expRank <— yExp - colRank
if (colRank <= 5)
hire < true
elif (expRank > -5)
hire < true
else
hire <— false
return hire



def popModel()

ethnicity ~ gauss(0,10)

colRank ~ gauss(25,10) — Each path is uniquely represented by 3 real values

yExp ~ gauss(10,5)

if (ethnicity > 10)
colRank - colRank + 5

return colRank, yExp, ethnicity

ldea

represent paths I1,,, as a region ¢ € R?

and compute: /qope(e)pc(c)py(y) de dp dy



Weighted volume: fqo pe(e)p.(c)p,(y) de dp dy

Volume: f(p 1 de dp dy

Py (¥)

10




How do we define ¢?

def popModel() def dec(colRank, yExp, ethnicity)
ethnicity ~ gauss(0,10) expRank <— yExp - colRank
colRank ~ gauss(25,10) if (colRank <= 5)
YEXp ~ gauss(10,5) hire < true
if (ethnicity > 10) elif (expRank > -5)
colRank < colRank + 5 hire < true
return colRank, yExp, ethnicity else

hire <— false
return hire

Ppop = ethnicity > 10 = colRanky = colRank + 5
A ethnicity < 10 = colRank; = colRank



How do we define ¢?

def popModel() def dec(colRank, yExp, ethnicity)
ethnicity ~ gauss(0,10) expRank <— yExp - colRank
colRank ~ gauss(25,10) if (colRank <= 5)
YEXp ~ gauss(10,5) hire < true
if (ethnicity > 10) elif (expRank > -5)
colRank < colRank + 5 hire < true
return colRank, yExp, ethnicity else

hire <— false
return hire

$pop = ethnicity > 10 = colRanky = colRank + 5
A ethnicity < 10 = colRank, = colRank



How do we define ¢?

def popModel() def dec(colRank, yExp, ethnicity)
ethnicity ~ gauss(0,10) expRank <— yExp - colRank
colRank ~ gauss(25,10) if (colRank <= 5)
YEXp ~ gauss(10,5) hire < true
if (ethnicity > 10) elif (expRank > -5)
colRank < colRank + 5 hire < true
return colRank, yExp, ethnicity else

hire <— false
return hire

®pop =|ethnicity > 10 = colRanky = colRank + 5
A ethnicity < 10 = colRanky = colRank

Pgec = expRank = yExp' — colRank’
Ahire <= (colRank' < 5V expRank > —5)



Vd gopop /\ gOdec Ahire /A min
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all non-probapillistic variaples
(deterministic variables)
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To compute Pr|hire A min]

Represent all executions as an SMT formula ¢

Compute the weighted volume of ¢

/qo pe(e)pe(c)py(y) de dp dy

Volume of a polytope is #P-hard [Dyer and Frieze, 1988]



Weighted volume computation

50’

\_

| colRank

o




Rectangles are easy!

--------------




What about this triangle?

There are infinitely many rectangles :




General idea

Hyperrectangular decomposition
consider all hyperrectangles in ¢

Hyperrectangular sampling
lteratively sample H = ¢



Hyperrectangular decompostion

et H be the set of all hyperrectangles in P

construct formula 0 St

there is a one-to-one map between H anc
models of

¥



Hyperrectangular decompostion

all variables lower/upper

A




Hyperrectangular sampling

vol <+ 0
_ block all rectangles
et a model TN =
J z overlapping with H™
vol <— vol + VOL(Hm) and repeat

T

we know how to compute this
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what could go wrong”



Sampling challenges

A

We might keep sampling
N low-probability regions

j high probability
unit rectangles

have No volume

high probability




Density-directed sampling

Ideal solution: sample with the following objective

arg max VOL(H™)

ml= U,




Solution that works

Approximate densities with step functions
area under a step function is a linear formula

0.14 0.14
0.12 0.12
0.10 0.10
0.08 0.08
0.06 0.06
0.04 0.04
0.02 0.02
T s 0 5 10 000 = 0 5 10 T 0 5 10
fast convergence slow convergence

slow sampling fast sampling



Properties of the algorithm

Maintains a lower-bound on volume
Converges to the actual volume in the limit
Works for real closed fields

To compute upper-bound, negate formula
VOL(¢) =1 — VOL(—y)

VOL(QO) < 1 — VOLundefr(_'gp)



Proof of fa

" Pr

Irness

lower bound on numerator

/

:hire\.ethnicity > l@j

Pr|

_ — >1-—¢€
nire | ethnicity <= 10

N\

Jpper bound on denominator

\
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Proof of unfairness

" Pr

Jpper bound on numerator

/

hire | ethnicity > 10|

Pr|

_ — >1-—¢€
nire | ethnicity <= 10
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lower bound on denominator
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Fvaluation

Population Model

Decisi
pric;iz); Acc Independent Clusters Bayes Net
Res Vol QFE Res Vol QFE Res Vol QFE
DT, 0.79 1.3 0.5 X 10.0 3.7 X 2.2 0.9
DTq4 0.71 42 14 v 1063 193 v 523 114
DT g 079 v 7.7 20 X 445 444 X 8.9 7.6
DT4,e 082 « 635 9.8 1835 TO 8434 04s TO 165.0
SVMs3 079 v 26 0.6 X 20.8 438 X 3.7 1.7
SVMy 079 v 277 08 X 457 5.8 X 065 2.7
SVMs5 0.79 85 1.3 X 283 8.6 X 543 54
SVMg  0.79 353 TO 2.4 857 TO 104 303 TO 12.8
NNo1 065 « 21.6 0.8 047 TO 39 v 456.1 34
NN2o 067 « 278 2.0 0ds TO 11.7 « 2365 7.2

NN3 >  0.74 ¢74% TO 10.0 241 TO 101.3 539 TO 55.9

). 03
4.
DT 076 v 5.1 30 v 2338 889 v 936 10.6
SVMY 078 v 30 08 v 1039 56 v 7352 3.2




Summary

Automatic proofs of (un)fairness for decision making
programs

Future directions
Scalability — application to real-world programs
Explaining unfairness
Repairing unfair programs

FairSquare: Probabilistic Verification for Program Fairness



https://www.microsoft.com/en-us/research/publication/fairsquare-probabilistic-verification-program-fairness/

